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Efficiently and Completely Identifying Missing
Key Tags for Anonymous RFID Systems

Honglong Chen, Member, IEEE, Zhibo Wang, Member, IEEE,
Feng Xia, Senior Member, IEEE, Yanjun Li, and Leyi Shi

Abstract—Radio frequency identification (RFID) systems can
be applied to efficiently identify the missing items by attaching
them with tags. Prior missing tag identification protocols con-
centrated on identifying all of the tags. However, there may be
some scenarios in which we just care about the key tags instead
of all tags, making it inefficient to merely identify the missing
key tags due to the interference of replies from the ordinary tags
(i.e., nonkey tags). In this paper, we propose to investigate the
problem of efficiently and completely identifying the missing key
tags for anonymous RFID systems in which the tag privacy is
required to be well protected. First, we propose a vector-based
missing key tag identification protocol called VEKI. Then we
propose an improved protocol called iVEKI, which consists of
two phases: 1) ordinary tag deactivation and 2) missing key tag
identification. The parameters of the proposed VEKI and iVEKI
protocols are theoretically optimized to maximize the time effi-
ciency. Finally, we conduct extensive simulations to evaluate the
proposed VEKI and iVEKI protocols and the simulation results
illustrate that they outperform other existing protocols in terms
of execution time.

Index Terms—Anonymous radio frequency identifica-
tion (RFID) systems, efficiently and completely, missing key tag
identification, parameter optimization.

I. INTRODUCTION

WITH the recent rapid development of wireless
sensor networks [3], [27]-[29] and Internet of
Things [35], [36], radio frequency identification (RFID) has
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been an emerging technology with wide industrial applications
such as localization [5], object tracking [8], warehouse
management [26], supply chain management [7], etc. A large-
scale RFID system always consists of a back-end server, mul-
tiple readers and thousands of low-cost tags [20]. According
to whether they are within the readers’ interrogating regions
or not, the tags can be classified into present tags and missing
tags [6]. RFID systems can be applied to identify the miss-
ing items by using readers to identify the tags attached on
the items. A recent report [25] illustrated that the U.S. retail
industry lost about $42 billion in 2013 due to shrink, includ-
ing shoplifting, employee or supplier fraud, and administrative
errors. Therefore, missing tag identification becomes severely
significant and has attracted much attention from the research
community.

Most of prior missing tag identification protocols concen-
trated on identifying all the tags of the system. However, there
may be some scenarios in which we only care about the key
tags [16] instead of all tags. For instance, in a large shopping
mall, there are some expensive items such as jewelries and
watches and the tags attached on them are considered as the
key tags, while the tags attached to the other relatively cheap
items are considered as the ordinary tags. In some situations,
the clerk may just want to monitor the expensive items (or a
particular set of items), which can be actualized by identify-
ing the missing key tags. However, it is inefficient to adopt
the prior protocols in identifying the missing key tags for the
RFID system since the ordinary tags, i.e., nonkey tags, (with
a larger population) will also reply to the reader’s query and
interfere with the missing key tag identification.

A potential solution for the missing key tag identification in
RFID systems is to query the ID of each key tag and the one
with no reply can be identified as missing. However, in this
paper, we consider an anonymous RFID system, in which the
tag ID should not be directly transmitted in the air to preserve
the privacy [30]. Take the shopping mall for an example again,
the key tag ID should be well protected since it would be risky
to make the tag ID corresponding to some expensive item
publicly known. The potential attackers may make use of this
information to intrude into the system, such as launching a
cloning attack [2]. Another example of the anonymous RFID
system is a package of medicine purchased by someone from
Amazon, since the package information may be closely related
to the customer’s privacy [14], the tag ID affixed on it should
be well protected to keep private. Therefore, the ID-query
protocol is inapplicable for the anonymous RFID system.

2327-4662 © 2017 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
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Efficient and Reliable Missing Tag Identification for
Large-Scale RFID Systems With Unknown Tags

Honglong Chen, Member, IEEE, Guoliang Xue, Fellow, IEEE, and Zhibo Wang, Member, IEEE

Abstract—Radio frequency identification (RFID), which
promotes the rapid development of Internet of Things (IoT),
has been an emerging technology and widely deployed in vari-
ous applications such as warehouse management, supply chain
management, and social networks. In such applications, objects
can be efficiently managed by attaching them with low-cost RFID
tags and carefully monitoring them. The missing objects, there-
fore, can be identified by the readers in the RFID system. Most of
prior missing tag identification protocols consider the ideal sce-
nario that all the tags’ IDs are known to the reader, which ignore
that some tags with unknown IDs, called unknown tags, may be
present in the system. In this paper, we investigate the problem
of efficiently identifying the missing tags with a predefined reli-
ability for large-scale RFID systems with unknown tags. We
first propose a basic efficient and reliable missing tag identi-
fication protocol called B-ERMI. Then we propose an enhanced
protocol called E-ERMI to further improve the efficiency. The
parameters of our proposed ERMI protocols are optimized to
minimize the execution time. We also conduct extensive simula-
tions to evaluate the proposed ERMI protocols and the simulation
results illustrate that the ERMI protocols outperform other
existing ones.

Index Terms—Efficient and reliable protocols, missing tag
identification, radio frequency identification (RFID) systems,
unknown tags.

I. INTRODUCTION

ECENTLY radio frequency identification (RFID),
which promotes the rapid development of Internet of
Things (IoT) [1], [26], is becoming an emerging technol-
ogy [3], [32], [37]. With careful considerations in security
and privacy [5], [6], [28], [29], RFID can be widely deployed
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in various applications such as warehouse management [25],
supply chain management [17], and social networks [27]
owing to its attractive features including low-cost, multiple
simultaneous access, and nonline-of-sight reading. In general,
an RFID system consists of a back-end server, multiple
readers, and lots of low-cost tags (as cheap as 5 cents per
tag [18]). In most applications, the deployed RFID systems
can efficiently monitor the objects by attaching them with
cheap tags, whose stored information can be interrogated
by the reader. To stimulate its sustained applications in
industry field and our daily life, RFID has attracted much
attention from the research community on cardinality esti-
mation [12], [31], missing tag detection [11], [16], tag
collection [2], [20], and so on.

In a conventional shopping mall, the staff may need to labo-
riously check each item to verify whether it is missing or
not. However, if the shopping mall has been equipped with
an RFID system, this problem can be easily transformed into
missing tag identification, which is much easier to actualize.
According to a recent report [24], the U.S. retail industry lost
about $42 billion in 2013 due to shrink, including shoplift-
ing, employee or supplier fraud, and administrative errors.
Thus, there is a tremendous demand to deploy RFID systems
with capacity of missing tag identification to reduce capi-
tal lost. Many protocols have been proposed for missing tag
identification due to its importance [8], [11], [23], [35].

Intuitively, there are two typical solutions to identify the
missing tags for RFID systems. The first one is sequen-
tially querying the ID of each tag, during which the tags
with no reply will be identified as missing. The advantage of
the ID query protocol is that it can guarantee the complete
identification of all the missing tags. Obviously, its disad-
vantage lies in low efficiency due to the time-consuming
tag ID broadcast, making it severely slow, especially, for
large-scale RFID systems. The other solution is collecting
the response of each tag using a framed slotted Aloha proto-
col [8], [11], [22], [23], [35], in which the reader can identify
the missing tags if there is no reply in their associated slots.
Such existing protocols do not require the time-consuming
ID broadcast. However, they failed to prevent the interference
from the unknown tags in the RFID systems, resulting in either
reducing the efficiency or sacrificing the identification reliabil-
ity. For example, in a large warehouse, the frequent loading of
newcome goods will introduce unknown tags into the system,
which will also reply to the reader’s query.

In this paper, we concentrate on investigating the problem
of efficiently and reliably identifying the missing tags for

2327-4662 © 2017 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
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MAC: Missing Tag Iceberg Queries for
Multi-Category RFID Systems

Honglong Chen
Qian Wang

Abstract—Recently radio frequency identification (RFID) is pro-
moting the rapid development of Internet of Things and has been
widely applied in numerous industrial applications such as inven-
tory management, object tracking and smart logistics, etc. Tags
in some RFID applications can be classified into multiple cate-
gories according to the types of objects they are attached to. One
of the important functionalities for the multi-category RFID sys-
tems is the missing tag cardinality estimation of each category.
This paper focuses on solving the missing tag iceberg query prob-
lem for multi-category RFID systems, i.e., to determine a set of
categories, whose missing tags are more than a threshold, with a
required reliability. We firstly propose two basic missing tag iceberg
query schemes called MAC-SZE and MAC-HZE, which adopt the
singleton-zero estimator and homogeneous-zero estimator, respec-
tively. To further improve the query efficiency, we then propose
two segmented enhanced schemes called MAC-SSZE and MAC-
SHZE, which eliminate the unnecessary slots in each frame. We
conduct theoretical analysis to guarantee the required reliability is
satisfied. The simulations are finally conducted and the results illus-
trate that the proposed missing tag iceberg query schemes greatly
outperform other existing one.

Index Terms—Iceberg queries, missing tags, multi-category,
RFID systems.

I. INTRODUCTION

S ONE of the fundamental technologies of Internet of
A things (IoTs) [11, [9], [10], [24], [25], [33], [34], radio fre-
quency identification (RFID) [15], [30] is promoting the rapid
development of IoTs and has been widely applied in numer-
ous industrial applications such as inventory management [22],
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object tracking [4], [23] and smart logistics [7], [19], etc. Typi-
cally a large-scale RFID system comprises a powerful back-end
server, one or multiple readers and a large amount of resource-
limited and cheap tags. Although a UHF reader’s interrogating
range is limited (up to 10 m [29]), the tags locating in a large area
can be cooperatively monitored by a certain number of readers.
Therefore, a large-scale RFID system can contain up to tens of
thousands of tags, the statistical information of which, such as
cardinality or the number of missing tags, may be significant [6],
[15].

In most of RFID-based applications, the tags may be attached
on different objects such as merchandizes in a shopping mall,
animals in a zoo or even a newborn baby in a hospital. The reader
can monitor the tags’ presence by interrogating them. Accord-
ing to the types of the carriers, the tags in the RFID system can
be classified into multiple categories, which is termed as multi-
category RFID system in this paper and has been studied in the
fields of classification [12], [18], cardinality estimation [13],
[29], missing tag detection [6] and identification [5], and so
on. In this paper, we intend to study and solve the missing
tag iceberg query problem for multi-category RFID systems,
i.e., to determine a set of categories, whose missing tags are
more than a threshold, with a required reliability. The miss-
ing tag iceberg query contributes to improving the inventory
managing efficiency. For example, it can help the manager to
realize which types of goods or products are often misplaced or
stolen.

The missing tag iceberg query problem for the multi-category
RFID systems can be achieved by sequentially querying the IDs
of tags in each category until the number of un-replying tags
exceeds the threshold. Obviously, such kind of approach is inef-
ficient due to the time-consuming characteristic of the ID query
process. Another potential solution is to estimate the cardinality
of present tags in each category [29], since the cardinality of
missing tags in each category equals the category’s size minus
its present tag cardinality. However, in most applications, the
missing tags always occupy a small part of all the tags. In such
scenarios, directly estimating present tag cardinality may result
in a relatively large estimation variance, making it difficult to
satisfy the required reliability, i.e., severely degrading the query
efficiency. In this paper, we propose to solve the missing tag
iceberg query problem by estimating the missing tag cardinality
of each category based on each slot’state difference [6] in the
executed frame, in which the framed slotted Aloha protocol is
adopted.

0018-9545 © 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
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Probabilistic Detection of Missing Tags for
Anonymous Multicategory RFID Systems

Honglong Chen
and Jiguo Yu

Abstract—In many radio-frequency identification (RFID) appli-
cations, one of the essential systematic functionalities is to quickly
detect missing-tag event in case of misplacement or other incorrect
operations. In this paper, we focus on probabilistically detecting
the missing tags for the anonymous multicategory RFID systems
without revealing the tag privacy. The main objective is to minimize
the detection time while satisfying the required detection reliabil-
ity of each category. First, we propose to use a multihash tech-
nique to sequentially detect the missing tags category-by-category,
called segmented sequential detection approach, in which the frame
segmentation is adopted to reduce the detection time. Then, we
propose an enhanced segmented sequential detection approach to
further improve the detection efficiency by deactivating the identi-
fied existing tags. We conduct extensive simulations to illustrate the
effectiveness of our proposed two missing tag detection approaches.

Index Terms—Anonymous, missing tag detection, multicategory
radio-frequency identification (RFID) systems, probabilistic.

I. INTRODUCTION

HRINK, including shoplifting, employee or supplier fraud
S and administrative errors have become the main cause of
capital loss for retailers, which made the retail industry in U.S.
lose about 42 billion dollars in 2013 [28]. Thus, it is essential
to quickly detect missing items in a large warehouse. With the
recent rapid development of wireless sensor networks [2], [32],
[33] and Internet of things [39], [40], radio frequency identi-
fication (RFID) has been an emerging technology and RFID
systems [9], [24], [35] can be deployed to monitor the products
instead of human beings by attaching low-cost tags (e.g., as low
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as 5 cents per tag [23]) to objects, which can communicate their
stored information with the reader(s) when interrogated. In such
kind of applications, the detection of missing items can be auto-
matically simplified to detect whether any tags are absent by the
reader via tag query. Therefore, efficient missing tag detection
plays an important role in various RFID applications and has
attracted a lot of research attention in recent years [12], [19],
[25], [37].

Typically the missing tag detection protocols can be classified
into two categories [19], [25]: probabilistic and deterministic.
The probabilistic protocols [19], [21], [25], [29] try to detect a
missing-tag event with a predefined probability without iden-
tifying which tags are missing. While the deterministic proto-
cols [12], [14], [26], [37] need to exactly identify all the missing
tags, which are therefore comparatively slower. Normally, the
probabilistic and deterministic protocols are not independent
to each other and should be used together [19]: a probabilistic
protocol can be used to detect the missing-tag event and a de-
terministic protocol will be executed to identify all the missing
tags once the missing-tag event is detected.

In this paper, we concentrate on the probabilistic detection
of missing tags for the anonymous multi-category RFID sys-
tems. Firstly, the anonymous characteristic is essential in some
privacy-sensitive applications such as the medicine tracking sys-
tem [17], in which a patient may not want his/her medication
to be publicly known. Therefore, in an anonymous RFID sys-
tem, the tag privacy should be cautiously protected during the
applications. Secondly, the tags in many RFID applications are
categorized into multiple categories. For example, in an RFID-
deployed medicine tracking system, the tags can be catego-
rized [16], [27], [34] according to the types of items they are
attached to. In such applications with multi-category RFID tags,
it may be necessary to detect the missing-tag event for each cat-
egory, since the department director may want to know which
type of items is missing. Therefore, how to efficiently detect the
missing tag of each category for the multi-category RFID sys-
tems with a certain predefined probability but not revealing the
tag privacy becomes a challenging problem, which is our moti-
vation in this paper to propose a series of missing tag detection
approaches.

A straightforward solution for missing tag detection is to se-
quentially query the ID of each tag. However, there are two
problems. On one hand, the ID of each tag is privacy-sensitive
which can not be directly queried in the anonymous RFID sys-
tems. On the other hand, such kind of scheme is extraordinary
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Abstract—Delay-tolerant networks (DTNs) are an emergent
communication paradigm characterized by intermittent connec-
tivity. The nodes in DTNs can take advantage of their contact
opportunities to forward messages. However, in noncooperative
DTNs, the nodes may be selfish and reluctant to cooperate with
each other in message forwarding. In such DTNs, stimulating
cooperation among the nodes will be indispensable. Recently,
many incentive mechanisms have been proposed to motivate nodes
to cooperate in message forwarding. However, most of them cannot
guarantee systematic security. To resolve the drawback of the
previous incentive mechanisms, we first propose a credit-based
rewarding scheme called the earliest path singular rewarding
(EPSR) scheme to motivate the nodes to truthfully forward the
messages during every contact opportunity. Then, we propose
another credit-based rewarding scheme called the earliest path
cumulative rewarding (EPCR) scheme by further considering that
a node may get more contact information on others. We prove
that both the EPSR and EPCR schemes are incentive compatible,
and the payment for each delivered message is upper bounded.
Furthermore, the proposed schemes can prevent selfish nodes
having malicious behaviors. We have conducted real-trace-based
simulations to illustrate the effectiveness of the proposed EPSR
and EPCR schemes.

Index Terms—Cooperation, noncooperative delay-tolerant
networks (DTNs), rewarding schemes, secure.
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I. INTRODUCTION

S an emergent communication paradigm, delay-tolerant

networks (DTNs) [1]-[3] are competent for many ap-
plications, such as vehicular networks [4]-[6], mobile social
networks [7], [8], and pocket switched networks [9]. However,
DTN s often experience intermittent connectivity due to the high
mobility or sparse deployment of the nodes, in which there are
generally no stable end-to-end delivery paths. Therefore, the
traditional routing protocols are not applicable for the inter-
mittently connected DTNs. Epidemic routing [10] is a simple
but competitive DTN routing protocol, in which each node
will fully make use of every contact opportunity to replicate
the messages to its encounter. Although epidemic routing may
introduce a high overhead, it can be easily implemented in
applications and achieve satisfying performance [11], [12].

In noncooperative DTNs [29], the nodes may be managed
by some rational individuals [13], such as human beings or
other autonomous parties. Such nodes may be selfish [6], [11],
[12], [14], [15], i.e., they only aim to maximize their individual
utilities and will not be willing to cooperate with others to
truthfully forward the messages if they can make no profit from
message forwarding, or they may even conduct some malicious
behaviors to get extra profit from message forwarding. Due to
the distributed characteristic of DTNs, it is difficult to detect
and prohibit the selfish behaviors conducted by the individual
nodes. Therefore, it is necessary to have an efficient incentive
mechanism for the noncooperative DTNs to stimulate coopera-
tion among the selfish nodes in message forwarding.

Generally, the incentive mechanisms can be classified
into three categories [15]: reputation-based, credit-based, and
tit-for-tat-based (TFT-based) schemes. The reputation-based
schemes require each node to monitor the traffic information
of all its neighbors and keep track of their reputations, which
should be propagated to all other nodes efficiently and ef-
fectively. The TFT-based schemes require each node to de-
tect the misbehavior of its neighbors. It would be difficult
to achieve direct traffic monitoring or misbehavior detection
in intermittently connected DTNs. On the other hand, credit-
based schemes use virtual credits to motivate selfish nodes
to participate in the message forwarding, and the credits they
earned from forwarding other nodes’ messages can be used to
pay for the delivery of their own messages. Furthermore, the
rewarding process can be conducted by a central manager, the
communication between which and the nodes is delay tolerant.
The given characteristics of credit-based schemes make them
suitable for DTNs. Therefore, we will adopt the credit-based
incentive scheme in this paper to stimulate nodes’ cooperation.

0018-9545 © 2015 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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ABSTRACT Recent advances in mobile sensor networks (MSNs) lead to a wide demand of wireless commu-
nication based applications. However, due to the battery technology constraint, many MSNs-based applica-
tions are confined by the limited power resource capacity. Thus, discovering neighbors with minimal power
consumption and latency becomes an indispensable characteristic to guarantee the feasibility of above applica-
tions. Most of previously proposed time-slotted-based neighbor discovery protocols excessively idealize the
power consumption model, which ignores the power consumption and time duration of the transient state. In
this paper, we propose a more practical model named enhanced power consumption model that considers the
power consumption and time duration of the transient state. We then propose the asynchronous energy-efficient
neighbor discovery protocols called Quick-Connect (Q-Connect) including Q-Connecty, Q-Connecty and
Q-Connecty; protocols, each of which can provide a strict upper bound on the discovery latency. We consider
both the slot-aligned and slot-unaligned cases. For slot-aligned case, we propose the Q-Connect, protocol,
which can greatly reduce the worst-case discovery latency. For slot-unaligned case, we first propose the
Q-Connecty protocol, based on which we further propose an improved protocol called Q-Connecty;. Finally,

we conduct state-based simulations to illustrate the effectiveness of the proposed Q-Connect protocols.

INDEX TERMS  Asynchronous, energy-efficient, mobile sensor networks, neighbor discovery protocol

. INTRODUCTION
The rapid development of micro-electronic devices such as
smartphones, PDAs and sensor motes leads to the demand of
wide variety of applications in Mobile Sensor Networks
(MSNGs) [1]-[6], such as industrial Internet of Things (IoTs)
[7], underwater sensor networks [8], vehicular networks [9]
and social networks [10]-[12], etc. MSNs, in which some of
the nodes are mobile (e.g., they can be carried by vehicles), can
be applied in the above scenarios for data collection from the
deployed nodes. The implementation of such applications
relies on the intermittent connectivity [13] based communica-
tions among the mobile nodes, a prerequisite of which is to
realize neighbor discovery with a short enough latency.
Without considering the constraint of energy resource, it is
uncomplicated to realize short-latency neighbor discovery
since the nodes can search for their neighbors by incessantly
broadcasting and receiving beacon messages. However,
MSNs are usually composed of battery-driven nodes with
limited energy resource [14]. The periodical broadcasting

and receiving is impracticable since the limited energy capac-
ity cannot afford such a energy-consuming operation. There-
fore, energy-efficiency [15] becomes an indispensable
characteristic for neighbor discovery in MSNs.

Basically, neighbor discovery can be classified into two
categories: synchronous and asynchronous protocols. Since
it is difficult to achieve network-level clock synchroniza-
tion, synchronous neighbor discovery protocols based on
the assumption that nodes are synchronized are far away
from real application scenarios. Consequently, asynchro-
nous neighbor discovery protocols attract more attentions
from researchers in recent years. In asynchronous neighbor
discovery protocols, the nodes always work in a time-slot-
ted [16] mode for power conservation, in which the time can
be divided into a serial of slots [17]. Each node keeps active
during specific slots and sleeps in other ones. During active
slots, each node can search neighbors via beacon message
broadcasting and receiving. There are at least two prere-
quisites for two nodes to successfully discover each other:
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In recent years, wireless sensor networks (WSNs) have attracted more and more attention, but some applications
of WSNs are still restricted by various factors, one of which is the clock synchronization among nodes. It is dif-
ficult to estimate the noises caused by communication delay, clock drift and measurement errors, which makes
it challenging to achieve accurate clock synchronization. In this paper, we consider a bounded noise model,
which does not need to satisfy any fixed probability distribution, nor does it need to have a fixed mean or vari-
ance. Under this noise model, we propose a novel clock synchronization scheme based on maximum consensus,
which is called Robust Maximum Time Synchronization (RMTS). The proposed RMTS scheme starts with the
estimation of relative skew and offset. On the basis, software parameters are adjusted so that all the nodes in
the network can have the same software skew and offset. We theoretically prove that the proposed scheme can
guarantee the accuracy of clock synchronization. Simulations are conducted to validate the effectiveness of the
proposed scheme. The performance comparison with the other two schemes demonstrates that the RMTS scheme
outperforms the existing ones.

Wireless sensor networks

1. Introduction

With the recent advances in Internet of things (IoTs) (Al-Fuqaha et
al., 2015; Wang et al., 2018, 2019) and radio frequency identification
(RFID) (Chen et al., 2018b, 2018c), wireless sensor networks (WSNs)
(Akyildiz et al., 2002; Huang et al., 2017) are widely applied to various
fields such as smart home (Li and Lin, 2015), traffic control (Sinan et
al., 2017) and environment monitoring (Chen and Lou, 2015). How-
ever, the applications of WSNs are restricted by some factors, such as
the clock synchronization (Xie et al., 2018). For instance, each node is
equipped with an oscillator to provide a hardware clock, and the differ-
ent oscillator properties will lead to different hardware clocks among
nodes (Chen et al., 2018a), which would affect the normal function of
WSNs. And the fundamental task of clock synchronization is to make
all nodes in the network keep the same time (Koivisto et al., 2017).

Actually, clock synchronization is a precondition for various appli-
cations of WSNs (Benzaida et al., 2017; Lamonaca et al., 2014; Wang et
al., 2017b). In many of these applications, it is significant that all nodes

* Corresponding author.

in the network refer to the common time. One of the typical applica-
tions is the target tracking (Chen and Lou, 2015). In this scenario, each
node in WSN transmits the location and time of the target it detects to
the center node of the network. On receiving the information, the center
node processes the data with corresponding algorithms to make a deci-
sion on the moving information of the target, such as its direction and
speed. If the time among nodes is inconsistent, the center node can not
get the exact corresponding relationship between the time and position
of the moving target, making it unable to conduct a reliable judgement.
In addition, many other applications (Wang et al., 2017a) in WSNs, e.g.,
data compression and fusion, nodes cooperation and sensor scheduling
are all based on the accomplishment of clock synchronization.
However, there are two main challenges to design an accurate and
robust clock synchronization scheme for wireless sensor networks. The
first one is the communication delay during the synchronization pro-
cess. Since communication delay is caused by the time it takes to pre-
pare data, send data and read data, it is difficult to eliminate the delay
at hardware level, which introduces a fundamental restriction to clock
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ABSTRACT The extreme sparsity of the rating data seriously affects the recommendation quality of the
recommendation system. In order to alleviate the problem of data sparsity, some convolutional neural
network (CNN)-based models make full use of text data to improve the recommendation accuracy. However,
due to the inherent properties of the traditional convolutional network, it can only extract features in a
fixed position, and rely on the primitive bounding box based feature extraction, thus ignoring the flexibility
of the traditional convolution. In this paper, we adopt a flexible convolutional network called deformable
convolutional network (DCN), which extends the convolution transformation model capability by adding
an offset layer to the traditional convolution layer, and then propose a novel deformable convolutional
network matrix factorization (DCNMF) recommendation model. Specifically, we combine the DCN with
word embedding to deeply capture the contextual information of document and build a latent model, which
is incorporated into the probabilistic matrix factorization (PMF) model to enhance the recommendation
accuracy. We conduct extensive experiments on the real-world datasets, and the experimental results show
that the DCNMF outperforms the compared benchmarks.

INDEX TERMS Collaborative filtering, contextual information, neural networks, recommendation system.

I. INTRODUCTION

With the wide applications of social networks [18],
[25]-[27] and Internet of things (IoTs) [4], [5], [10], [23],
[24], [29], the recommendation system is popular in people’s
daily lives recently, such as online shopping, article reading,
and films, etc. For instance, the recommendation system can
greatly help the customers by suggesting them the products
or services with potential interest, based on their preferences,
needs, and purchase histories. However, with the rapid devel-
opment of Internet, the problem of information overload has
become increasingly prominent. With the increase of online

The associate editor coordinating the review of this manuscript and
approving it for publication was Chun-Wei Tsai.

shopping sites, the categories and quantities of products and
services provided by the sellers have increased dramatically.
Although it brings more choices for the customers, it becomes
more and more difficult for them to handle the vast amount of
information, making the rating data sparser and sparser. For
example, some of the largest e-commerce platforms, such as
Taobao, Ebay and Amazon, have a wealth of users and items.
Intuitively, the sparseness of the rating data seriously affects
the prediction accuracy of the rating in the recommendation
system.

One of the techniques to solve the problem of rating
data’s sparseness is to use auxiliary text data (comments,
abstracts or project description documents) to improve the
accuracy of the recommendation system. Some researchers
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ABSTRACT Radio frequency identification (RFID) is one of the key technologies of the Internet of Things,
which has been widely applied to many scenarios, such as tracking, warehouse monitoring, and vehicular
social network. In such applications, some of the objects are attached with low-cost tags, which need to
be monitored carefully. Hence, the object monitoring can be achieved by missing tag detection in the
RFID system. However, unknown tags, whose IDs are not known by the reader in prior, may exist in the
system to interfere the missing tag detection and reduce the time efficiency. In this paper, we propose a
segmented bloom filter-based missing tag detection scheme called SBFMD, which consists of two phases,
i.e., deactivation phase and detection phase. The idea behind the proposed SBFMD scheme is to eliminate
the useless slots away from the bloom filter-based frame to improve the detection efficiency. We theoretically
optimize the parameters of the proposed SBFMD scheme to maximize the efficiency with a required
reliability. Extensive simulations are conducted to evaluate the performance of the proposed SBFMD scheme,

the results of which validate its effectiveness.

INDEX TERMS Missing tag detection, RFID, segmented bloom filter, unknown tags.

I. INTRODUCTION

A. BACKGROUND

Radio Frequency Identification (RFID) technology has made
remarkable progress in recent years and is widely applied
to many scenarios such as tracking [4], warehouse moni-
toring [25] and vehicular social network [9], [20], [28] due
to its distinct characteristics including low cost, non-line-
of-sight, long lifetime, etc. In most applications, an RFID
system consists of one or multiple readers, a lot of RFID tags
and a back-end server. Specially, the RFID reader equipped
with antennas can collect information from the tags within its
interrogated area. The back-end server provides computing
capacity and storage space for the reader. Each tag equipped
with a low-cost microchip has a unique serial number, i.e.,
tag ID. In general, there are two categories of tags: passive
tags and active tags. Passive tags have no power source, which

can harvest the energy from the reader’s electromagnetic
waves. While the active tags are driven by their own internal
power sources, making them be able to communicate with the
reader directly.

B. PROBLEM AND INTENTION

The theft, supplier fraud and staff errors gave rise to 44 billion
dollars in loss for U.S. retail industry in 2014 according to a
recent study [18]. The emergence of RFID technology can
greatly reduce the losses caused by the missing products
through monitoring the products equipped with tags. Obvi-
ously, the missing products can be discovered by missing tag
detection in the RFID system. In recent years, a large number
of outstanding works have emerged for missing tag detec-
tion, and lots of protocols were proposed in these existing
works. However, these protocols have some common defects.
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ABSTRACT Radio Frequency Identification (RFID) is one of the key technologies for Internet of things.
In RFID systems, the tags without registering in advance are called unknown tags, which usually appear
in the scenarios, where the tag-attached objects are moved into or misplaced in the reader’s interrogating
area. Consequently, unknown tag identification is significant for RFID-based applications, which is the
concentration of this paper. We first propose a basic efficient unknown tag identification protocol based
on sampling Bloom filter called UTI-SBF, which consists of known tag deactivation phase and unknown tag
identification phase. The idea behind the UTI-SBF protocol is to deactivate the known tags to counteract their
interference on the unknown tag identification. Then, we propose an enhanced protocol called EUTI-SBF,
which eliminates the non-homogeneous slots based on the UTI-SBF protocol to improve the time efficiency.
The parameters of the two protocols are theoretically analyzed to maximize the efficiency. We conduct
extensive simulations to evaluate the proposed UTI-SBF and EUTI-SBF protocols and the simulation results
illustrate that the UTI-SBF and EUTI-SBF protocols outperform the BUIP protocol. In particular, the
EUTI-SBF protocol only consumes about 70% of deactivation time compared with the BUIP protocol in
the known tag deactivation phase.

INDEX TERMS Known tag deactivation, radio frequency identification (RFID) systems, time efficiency,
unknown tag identification.

I. INTRODUCTION wide applications of RFID systems. In most of the RFID

Radio frequency identification (RFID), which has greatly
promoted the development of Internet of things (IoTs)
[1], [29], [301, [33], [39]-[41], is widely used in various
industrial fields [9], [34], [43] after considering the secu-
rity and privacy issues [28], [31], [32], [38]. RFID systems
are usually composed of electronic tags, readers, and back-
end server [12]. Electronic tags are used to identify objects,
while the reader has a powerful capacity of computation
and storage, which can communicate with the tags via radio
frequency signal [22] without line-of-sight. The back-end
server is the control center that stores and identifies informa-
tion collected by the reader [11]. The specific characteristics
of RFID, including the low cost of tags [21], non-line-of-
sight reader-tag communications [22], and so on, lead to the

applications, the tags are attached to different objects, which
can then be efficiently managed by interrogating the tags,
conducted by the reader. Typically, RFID tags are divided
into three categories: passive tags, active tags and semi-
active tags. Passive tag is the most widely used one, which
has no internal power supply and can be driven by elec-
tromagnetic waves sent by the reader, resulting in a rela-
tively short communication range (generally 3 to 5 meters).
The active tag has an internal power supply, which is more
expensive than the passive tag and has a longer commu-
nication range. For the semi-active tag, it has an internal
power supply for the information processing, while its com-
munication is still driven by the reader’s electromagnetic
waves.

2169-3536 © 2018 IEEE. Translations and content mining are permitted for academic research only.
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Radio Frequency Identification (RFID) technology manifests its potential in widespread
applications, such as warehouse management, library maintenance and product tracking,
etc. One of the most important characteristics for RFID-based applications is their 3-
Dimensional localizability. Recently, researchers have proposed some 3-Dimensional RFID-
based localization schemes, but most of them suffer from low efficiency. In this paper, we
target at improving the efficiency of RFID-based localization, including energy efficiency
and time efficiency, without sacrificing localization accuracy. The main idea is to adopt a
“jumping probe” in distance estimation, based on which we propose the 3-Dimensional
RFID-based localization schemes called JumpLoc, including a passive scheme two active
schemes. In the passive JumpLoc scheme, a target tag will be located based on the estimated
distances between itself and some reference readers. While the active schemes include
basic and enhanced active JumpLoc schemes to locate a target reader. We numerically
analyze the localization efficiency improvement of the proposed JumpLoc schemes. We
also conduct simulations to validate their effectiveness, the results of which show that
the passive JumpLoc scheme can improve the energy efficiency and time efficiency by at
least 56% and 34% respectively, and the active JumpLoc schemes can improve the energy
efficiency and time efficiency by at least 82% and 83% respectively.

© 2016 Elsevier B.V. All rights reserved.

1. Introduction

Radio Frequency Identification (RFID) [ 1-3], as an emerging technology, has gained increasingly widespread applications
in industry [4,5], especially with the explosive development of Wireless Sensor Networks (WSNs) [6-11] and Internet
of Things (IoTs) [12]. An RFID system typically consists of two basic components—reader and tag, the communication
between which does not rely on line-of-sight. Moreover, RFID tag becomes smaller and smaller with a very low price. The
above features make the large-scale RFID applications [3] possible, and many applications, such as health monitoring [13],
library maintenance [14] and product tracking [15] can greatly benefit from utilization of RFID systems with security and

privacy [16-18] considerations.
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In conventional networks, routing problem can be modeled as the design of an efficient
source-to-destination route based on persistent end-to-end paths. However, in a delay tol-
erant network (DTN), nodes are intermittently connected and thus, the end-to-end paths will
not always exist, in which routing is a challenging issue. Previous DTN routing protocols tend
to make routing decision based on the nodes’ contact information. In this paper, we observe
that considering both the nodes’ contact information and message property such as the time-
to-live (TTL) would help to improve the performance. Embedded this idea, we first propose
an expected encounter based routing protocol (EER) which distributes multiple replicas of a
message proportionally between two encounters according to their expected encounter val-
ues. In case of a single replica of a message, EER makes the routing decision by comparing
two encountering nodes’ minimum expected meeting delays to destination. We further pro-
pose a community aware routing protocol (CAR) which takes advantages of the high contact
frequency property of the nodes within the same community. We also propose the buffer
management strategies corresponding for the two protocols. We conduct simulations to eval-
uate our proposed protocols and some existing ones on three metrics: delivery ratio, latency
and goodput. The simulation results illustrate that our proposed EER and CAR protocols out-
perform other existing ones.

© 2015 Elsevier B.V. All rights reserved.

1. Introduction

to design an efficient routing protocol for DTNs based on the
intermittently connected links.

Delay tolerant networks (DTNs) [1,2] are an emergent
communication paradigm, which can be applied to many ap-
plications such as delay tolerant event collection [3], pocket
switch networks [4] and social networks [5-7], etc. In typi-
cal DTNs, nodes are always mobile, making the conventional
routing protocols based on persistent end-to-end paths not
still applicable since they do not always exist. Due to the mo-
bile characteristic of nodes in DTNs, the link between each
pair of encountering nodes will be intermittent, thus the net-
work topology will change over time. Therefore, it is difficult

* Corresponding author. Tel.: +86- 13573861376.
E-mail addresses: honglongchen1984@gmail.com, chenhl@upc.edu.cn
(H. Chen), csweilou@comp.polyu.edu.hk (W. Lou).
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1570-8705/© 2015 Elsevier B.V. All rights reserved.

Store-carry-and-forward mechanism is widely adopted to
deliver messages in DTNs. It will be relatively easier for a
node to make an optimal routing decision if it is aware of
global network connectivity. However, it is hard for a node to
obtain the global network connectivity as it is time-varying.
Fig. 1 shows a simple network with six mobile nodes which
are intermittently connected. The network topology varies
from time t; to t4. For instance, if node A wants to send a
message to node D at t, according to the global network
connectivity, the optimal delivery path for this message is
from node A to node E at t,, then from node E to node F at
t3 and finally from node F to node D at t4. However, node A
may apply the best effort strategy to deliver message to node
B at t; since it meets node B first, resulting in its failing to
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eavesdropping on the sensor nodes’ transmissions and tracing the packets’ trajectories in
the networks. Thus the location privacy of both the source and sink becomes a critical
Local eavesdropper @ssue in WSNs. Previqus research only focuses on the location privqcy of t.he source or sink
Location privacy independently. In this paper, we address the importance of location privacy of both the
Wireless sensor networks source and sink and propose four schemes called forward random walk (FRW), bidirectional
tree (BT), dynamic bidirectional tree (DBT) and zigzag bidirectional tree (ZBT) respectively
to deliver messages from source to sink, which can protect the end-to-end location privacy
against local eavesdropper. Simulation results illustrate the effectiveness of the proposed
location privacy protection schemes.
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1. Introduction

Recent advancement in wireless communications and Micro-Electro-Mechanical Systems (MEMS) has enabled the
development of low-cost Wireless Sensor Networks (WSNs), which are made up of a number of sensor nodes that
are self-organized for various applications, such as mobile target detection [1], earthquake monitoring [2], and habitat
monitoring [3]. In these applications, sensor nodes are deployed to detect the existence of an interested event, such as
the appearance of a rare animal. The sensor nodes that detect the occurrence of the interested event will send the detection
information to a sink (or base station) by multi-hop wireless communications. Such kind of systems is called event collection
system [4], which is one of the important applications in WSNs.

Due to the open characteristic of wireless communications, it is not difficult to attack wireless sensor networks with
the goal of either obtaining confidential data or simply disrupting the normal operations of the WSN applications [5-7].
In either case, they may involve threats to one of the following two types of WSN privacy, content privacy and contextual
privacy [8]. The former refers to the confidentiality of the content of the packets passing between the nodes in the network.
This is usually guaranteed by using methods of encryption and authentication [9]. The latter refers to the confidentiality of
information about traffic patterns in the network, which may be used by adversaries to disrupt the network. The location
privacy, i.e., the confidentiality of the location of either source, sink, or both, is a kind of contextual privacy.

* Corresponding author at: College of Information and Control Engineering, China University of Petroleum, Qingdao, PR China. Tel.: +86 13573861376.
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ABSTRACT

Wormhole attack is a severe attack that can be easily mounted on a wide range of wireless networks without
compromising any cryptographic entity or network node. In the wormhole attack, an attacker sniffs packets at one point
in the network and tunnels them through the wormhole link to another point. Such kind of attack can deteriorate the
localization procedure in wireless sensor networks. In this paper, we first analyze the impacts of the wormhole attack on
the localization procedure. Then, we propose a secure localization scheme against the wormhole attacks called SLAW
including three phases: wormhole attack detection, neighboring locators differentiation, and secure localization. The main
idea of the SLAW is to build a so-called conflicting set for each locator based on the abnormalities during the message
exchanges, which can be used to differentiate the dubious locators to achieve secure localization. We first consider the
simplified system model in which there is no packet loss and all the nodes have the same transmission range. We further
consider the general system model where the packet loss exists and different types of nodes have different transmission
radii. We conduct the simulations to illustrate the effectiveness of the proposed secure localization scheme and compare it

with the existing schemes under different network parameters. Copyright © 2014 John Wiley & Sons, Ltd.

KEYWORDS

secure localization; wormhole attacks; wireless sensor networks; conflicting set
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1. INTRODUCTION

In many wireless sensor network (WSN) applications, such
as the emergency response systems, military field opera-
tions, and environment monitoring systems, the inanition
of measurement data without location information makes
the self-localization capability a highly desirable character-
istic for the nodes in the networks. Most of the localization
algorithms for WSNs estimate the positions of location-
unknown nodes on the basis of the position information of
a set of nodes (locators) and the inter-node measurements.
Generally, the localization techniques can be classified into
two categories: range-based and range-free schemes. The
range-based localization schemes assume that the distances
between sensors and locators can be estimated using differ-
ent measurements, such as time of arrival [1], time differ-
ence of arrival [2,3], angle of arrival [4], or received signal
strength indicator (RSSI [5]). In contrast, the range-free
localization schemes rely on other features of the network,

Copyright © 2014 John Wiley & Sons, Ltd.

such as hop count [6], centroid [7], Approximate-Point-
In-Triangulation (APIT) [8], amorphous computation [9],
directional antenna [10], signal fingerprinting [11], LAND-
MARC [12], and so on.

Because of the natural vulnerability of the wireless
communications, that is, it is easy for a malicious node
to sniff packets from or inject packets into the wireless
networks, security becomes a challenging issue in WSNs
[13]. Despite the recent advances of localization in WSNs,
most of the existing localization systems are vulnerable
under the adversarial scenario where malicious attacks can
disturb the localization process. For example, a compro-
mise attack [14] may induce the node to get incorrect
distance measurements, leading to the malfunction of the
range-based localization technique. Therefore, security is
a necessary characteristic of the localization process in the
hostile wireless networks.

Attackers, which can threaten the localization of nodes
in a hostile WSN, can generally be classified into two

1865
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Secure localization scheme against wormhole
attack for wireless sensor networks
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Abstract: As one of the key technologies in wireless sensor networks (WSN), localization is the basis of many
WSN-based applications. However, WSNs are often deployed in the hostile environment, in which the attackers can eas-
ily disrupt the localization procedure of the nodes. The effects of wormhole attack on the DV-Hop localization procedure
are analyzed firstly, after which a secure localization scheme against the wormhole attack is proposed. The simulation re-
sults illustrate that the proposed secure localization scheme can efficiently reduce the effects of the wormhole attack on
the DV-Hop localization, which validates the effectiveness of the proposed scheme.

Key words: wireless sensor networks; wormhole attack; secure localization; DV-Hop localization
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Experimental platform for label location based on RFID backscattering

CHEN Honglong, LI Xianmin, DAI Tianjiao, SUN Liang

(College of Information and Control Engineering, China University of Petroleum, Qingdao 266580, China)

Abstract: This paper introduces the basic working principle of the ranging and positioning method and designs a
label positioning experimental platform based on radio frequency identification backscattering. The experimental
platform includes a back-end server, an English band reader, multiple RFID antennas and a tag. The location of the
RFID antenna is known. As the beacon node and as controlled by the reader, the location of the tag is unknown.
The radio frequency signal is transmitted from the antenna and returned to the antenna by backscattering after
arriving at the tag. The reader measures the phase change of the radio frequency signal through the transmission
path, and estimates the distance between the antenna and the tag based on the transmission model of the radio
frequency signal. Combined with the position information of antenna, the position information of tag is estimated
by maximum likelihood estimation method. The experimental platform covers radio frequency communication,
signal analysis and processing, and location algorithm. It is helpful for students to deeply understand the principle
and application of location method based on RFID, and it can also cultivate and improve students’ innovative
ability and engineering practice ability for complex engineering problems.

Key words: radio frequency identification; backscatter; phase; maximum likelihood estimation
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An experimental platform for remote monitoring of pumping
unit group based on Internet of things
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Abstract; The basic working principles of the beam-pumping units are firstly briefly introduced and then an
experimental platform for remote monitoring of pumping unit group based on Internet of things is designed.
The designed experimental platform is based on the self-designed ZigBee node. the PLC of Schneider Electric
(Modicon M340) and the GPRS network. In the experimental platform. the contents of information collection
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ABSTRACT Honeypot technology can be applied to efficiently attract attackers and exhaust their resources.
However, the traditional static honeypot is easy to be recognized by anti-honeypot technology. By contrast,
most of the dynamic honeypots can simulate the real system in time, thus interacting with an intruder
in disguise. In this paper, we employ the dynamic property of honeypot in four kinds of services of our
system. However, this dynamic property shows up in a location and identification, indicating that genuine
or fake services (honeypots) are changeable in different hosts. Thus, the dynamic property of our system
differs from the dynamic honeypot aforementioned. Besides, we adopt the blockchain platform (Ethereum)
to decentralize our system and store the port access data by delivering a private chain. To illustrate the
effectiveness of our scheme in theory and practice, security analysis, eavesdropping attack, scanning attack,
and DoS attack experiments are conducted. The results show that our scheme is valid in safeguarding against

network attack.

INDEX TERMS Honeypot, blockchain, security analysis, network security.

I. INTRODUCTION
As a proactive defense mechanism, a honeypot is becoming
an indispensable tool for providing network security in wide
applications such as Internet of Things (IoT) [1]-[4], wireless
sensor networks (WSNSs) [5], [6] and vehicular networks [7],
etc. With proactivity and inveiglement, a honeypot can attract
an attacker to interact with the fake system resources, which
prevents valuable resources from being attacked. Generally
speaking, honeypots are traps that imitate actual systems and
monitor intruders in physical or virtual formalization. Com-
pared with traditional methods, including but not restricted
to Firewall and Intrusion Detection System (IDS), honey-
pots completely overthrow passiveness in network defense
domain. Consequently, honeypots have gained widespread
attention among cyber-security forces.

Honeypots can be classified into two categories in terms
of variation attribute: static and dynamic honeypots. Static
honeypots are designed to deceive attackers by imitating

The associate editor coordinating the review of this manuscript and
approving it for publication was Marco Anisetti.

some system characteristics. However, because of the fixed
configuration and response, they are prone to be detected
by attackers, who further escape the meaningless traps and
launch an attack towards real system. The changeable prop-
erty in dynamic honeypots improves the weakness of the for-
mer. Due to the changeable configuration, the pseudo system
(i.e., dynamic honeypot [8]) is capable of cheating intruders
and of learning their attacking modes.

There are some typical works about dynamic honeypots.
By integrating and analyzing data collected with passive
and active tools, a dynamically configuration scheme [8§]
can be generated and implemented in Local Area Network
(LAN) and enterprise network deployment. Both the real
and fake systems simultaneously take effect during run-
time. As described in [9], the flow identified as legitimate
or aggressive serves as measurement criteria for generating
dynamic honeypots. According to the network load, the detail
numerical result about honeypots and servers is derived. The
result is carried out in actual deployment. Besides, a hon-
eynet management framework [10] can be used to gener-
ate dynamic configuration approach. However, the dynamic

2169-3536 © 2019 IEEE. Translations and content mining are permitted for academic research only.
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Article history: Node localization becomes an important issue in the wireless sensor network as its wide
Received 8 May 2013 applications in environment monitoring, emergency rescue and battlefield surveillance,
Received in revised form 27 December 2013 etc. Basically, the DV-Hop localization scheme can work well with the assistance of beacon

Accepted 17 January 2014

Available oniine 30 January 2014 nodes that have the capability of self-positioning. However, if the network is invaded by

a wormhole attack, the attacker can tunnel the packets via the wormhole link to severely
disrupt the DV-Hop localization process. The distance-vector propagation phase during the
DV-Hop localization DV-Hop localization can even aggravate the positioning error, compared to the localization
Wireless sensor networks schemes without wormhole attacks. In this paper, we analyze the impacts of wormhole
Wormbhole attack attack on the DV-Hop localization scheme, based on which we propose a label-based
DV-Hop secure localization scheme to defend against the wormhole attack. We further
theoretically prove the correctness of the proposed scheme. Simulation results illustrate
the effectiveness of the proposed label-based DV-Hop secure localization scheme.

© 2014 Elsevier B.V. All rights reserved.

Keywords:

1. Introduction

With the advantages of low cost, large scale, densely distributed deployment and self-configuration, Wireless Sensor
Networks (WSNs) have been applied in many fields to monitor and control the physical world [1]. In WSNs, sensed data
will make no sense without the nodes’ position information. Hence, nodes are required to locate themselves in many WSN
applications, such as environment monitoring, emergency rescue and battlefield surveillance, etc.

Many protocols and algorithms are proposed to solve the node’s localization problem, which can be classified into two
categories: range-based and range-free [2] schemes. Range-based schemes calculate the location using the point-to-point
distance (or angle) estimates. Though range-based schemes are able to obtain relatively accurate results, they can be applied
only when nodes are equipped with sophisticated hardware for the distance measurement. Range-free schemes do not rely
on the availability of range (or angle) estimates, thus they need no expensive hardware. Considering that the hardware
requirement of range-based schemes is inappropriate for the resource-constrained WSNs, researchers are pursuing range-
free localization techniques as a cost-effective alternative [2].

The DV-Hop [3] localization, as a range-free localization scheme, is applied with the assumption of isotropic networks.
First, beacons (or anchors), as location-known nodes, flood their positions through the network so that all the nodes can

* Corresponding author. Tel.: +86 18658100255.
E-mail addresses: wangzhizju@gmail.com, wangzhi@iipc.zju.edu.cn (Z. Wang).

1574-1192/$ - see front matter © 2014 Elsevier B.V. All rights reserved.
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Abstract—The continuous publication of aggregate statistics over crowd-sourced data to the public has enabled many data mining
applications (e.g., real-time traffic analysis). Existing systems usually rely on a trusted server to aggregate the spatio-temporal
crowd-sourced data and then apply differential privacy mechanism to perturb the aggregate statistics before publishing to provide strong
privacy guarantee. However, the privacy of users will be exposed once the server is hacked or cannot be trusted. In this paper, we study
the problem of real-time crowd-sourced statistical data publishing with strong privacy protection under an untrusted server. We propose a
novel distributed agent-based privacy-preserving framework, called DADP, that introduces a new level of multiple agents between the
users and the untrusted server. Instead of directly uploading the check-in information to the untrusted server, a user can randomly select
one agent and upload the check-in information to it with the anonymous connection technology. Each agent aggregates the received
crowd-sourced data and perturbs the aggregated statistics locally with Laplace mechanism. The perturbed statistics from all the agents are
further combined together to form the entire perturbed statistics for publication. In particular, we propose a distributed budget allocation
mechanism and an agent-based dynamic grouping mechanism to realize global w-event e-differential privacy in a distributed way. We
prove that DADP can provide w-event e-differential privacy for real-time crowd-sourced statistical data publishing under the untrusted
server. Extensive experiments on real-world datasets demonstrate the effectiveness of DADP.

Index Terms—Mobile crowdsensing, data publishing, untrusted server, differential privacy, privacy-preserving

1 INTRODUCTION

ITH the rapid development of networking and mobile

devices, we are facing an explosive increasement of
crowd-sourced data (e.g., check-in data at Foursqure [1],
real-time traffic at Waze [2], air quality at SensorMap [3]
and commonSense [4]) from millions of users. These crowd-
sourced data can be aggregated in real-time and mined by
machine learning technologies to discover valuable infor-
mation and further benefit our life (e.g., popular restaurants
recommendation [5], real-time traffic analysis and naviga-
tion [6]). Recently more and more agencies (e.g., govern-
ments and companies) are publishing the crowd-sourced
data to the public for data mining purposes. However, the

o Z.Wang, X. Pang, Y. Chen, and Q. Wang are with the Key Laboratory of
Aerospace Information Security and Trusted Computing, Ministry of Edu-
cation, School of Cyber Science and Engineering, Wuhan University,
Wuhan, Hubei 430072, P.R. China.

E-mail: {zbwang, xypang, yahchen, qianwang J@whu.edu.cn.

e H. Shao is with the Department of Computer Science, University of Illinois
Urbana-Champaign, Urbana, IL 61801. E-mail: hshao5@illinois.edu.

o L. Wu is with the School of Computer Science, Wuhan University, Wuhan,
Hubei 430072, P.R. China. E-mail: wu@uwhu.edu.cn.

o H. Chen is with the College of Information and Control Science, China
University of Petroleum, Beijing 266580, P. R. China.

E-mail: honglongchen1984@gmail .com.

e H. Qi is with the Department of Electrical Engineering and Computer Sci-

ence, University of Tennessee, Knoxville, TN 37996. E-mail: hqi@utk.edu.

Manuscript received 14 Apr. 2018; revised 28 June 2018; accepted 27 July
2018. Date of publication 31 July 2018; date of current version 2 May 2019.
(Corresponding author: Libing Wu.)

For information on obtaining reprints of this article, please send e-mail to:
reprints@ieee.org, and reference the Digital Object Identifier below.

Digital Object Identifier no. 10.1109/TMC.2018.2861765

promising advantages of data publishing and mining are at
the risk of disclosing sensitive information to data miners.
A recent study [7] showed that with some outside informa-
tion, the human mobility data obtained from users can be
linked back to an individual. With the increasing concern of
privacy leakage, private data publishing mechanisms are
urgently required to protect the sensitive information of
individuals while not affecting the utility of crowd-sourced
data published for data mining purposes.

Differential privacy [8], which can provide privacy for data
publishing with strong theoretical guarantee, has emerged as
a compelling privacy model. [9], [10], [11], [12] realizes differ-
entially private data publishing, which provides e-differential
privacy for “one-time” release of statistical data. In order to
further provide strong privacy guarantee for real-time data, a
new privacy model called “w-event privacy” [13] has been
proposed, which protects any event sequence occurring in w
successive time instants. Several effective approaches, such as
BD [13], BA [13], and RescueDP [14], have been proposed to
realize w-event privacy for real-time data publishing under
the trusted server.

Despite the successful privacy-protection of applying dif-
ferential privacy to data publishing, most of existing sys-
tems rely on a trusted server to aggregate the crowd-
sourced data and perturb the true aggregated statistics prior
to their publishing. Fig. 1a shows the traditional architec-
ture of data collection and statistics publishing under a
trusted server, where users upload data directly to the
trusted server which then performs statistic calculation and

1536-1233 © 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
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Barrier coverage is a critical issue in wireless sensor networks deployed in security applications (e.g., bor-
der protection), whose performance strongly depends on the locations of sensor nodes. Existing works on
barrier coverage typically assume that sensor nodes have accurate location information, which is not rea-
sonable or practical for many real sensor networks. In this paper, we study the barrier coverage problem
when sensor nodes have location errors and deploy mobile sensor nodes to improve barrier coverage
if the network is not barrier-covered after initial deployment. We analyze the effects of location errors
for barrier coverage and propose a fault-tolerant weighted barrier graph to model the barrier coverage
formation problem. Based on the graph, we prove that the minimum number of mobile sensor nodes
needed to achieve barrier coverage with a guarantee is the length of the shortest path on the graph.
Furthermore, we improve the computational efficiency of the fault-tolerant barrier coverage formation
algorithm by removing unnecessary edges on the graph. Experimental results validate the correctness of

our analysis and the proposed algorithms.

© 2016 Elsevier B.V. All rights reserved.

1. Introduction

Wireless sensor networks (WSNs) have been widely used as an
effective surveillance tool for security applications, such as battle-
field surveillance, border protection, and airport intruder detection.
To detect intruders who penetrate the region of interest (ROI), we
need to deploy a set of sensor nodes that can provide coverage of
the ROI, a problem that is often referred to as barrier coverage 1],
where sensor nodes form barriers for intruders.

Deterministic and random deployment are the two most pop-
ular ways of deploying sensor nodes in the ROIs. For ROIs within
friendly environments, a deterministic deployment can be used to
deploy sensor nodes to specific locations. However, in general, the
ROIs are within harsh environments that are difficult for humans
to reach, which makes random deployment (e.g., dropping by air-
craft) the only practical way to deploy nodes. When only station-
ary sensor nodes are used, after the initial random deployment, it
is highly possible that sensor nodes could not form a barrier due
to the gaps in their coverage, which would allow intruders to cross

* Corresponding author.
E-mail addresses: zbwang@whu.edu.cn (Z. Wang), gianwang@whu.edu.cn
(Q. Wang).

http://dx.doi.org/10.1016/j.comnet.2016.11.014
1389-1286/© 2016 Elsevier B.V. All rights reserved.

the ROIs without being detected. Therefore, it is necessary to de-
ploy more sensor nodes to form a barrier. In fact, it is difficult,
if possible at all, to improve barrier coverage for sensor networks
consisting of only stationary nodes'. Fortunately, with recent tech-
nological advances, practical mobile nodes (e.g., Robomote [2]| and
Packbot [3]) have been developed, which provides us a way to
improve barrier coverage performance after sensor networks have
been deployed.

The location information of nodes provides the basis of many
applications, such as navigation and target tracking. However, it is
costly to equip each node with GPS receivers. Therefore, the lo-
cations of nodes are unknown when they are randomly deployed.
To obtain the location of each node, a lot of localization algorithms
have been proposed, including range-based (e.g., TOA [4], TDOA [5],
and RSSI [6]) and range-free (e.g., DV-HOP [7,8], and APIT [9]) lo-
calization algorithms. However, none of them can provide accurate
locations, which inevitably introduces location errors.

The existence of location errors can significantly affect the qual-
ity of barrier coverage provided by sensor networks. In reality, we
can only know the measured locations instead of the true loca-
tions of sensor nodes. As shown in Fig. 1(a), although nodes a and

1 We use “sensor nodes” or “nodes” interchangeably in this paper.
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Barrier coverage is a critical issue in wireless sensor networks (WSNs) for security applications, which
however cannot be guaranteed to be formed after initial random deployment of sensors. Existing work
on barrier coverage mainly focus on homogeneous WSNs, while little effort has been made on exploiting
barrier coverage formation in heterogeneous WSNs where different types of sensors are deployed with
different sensing models and costs. In this paper, we study how to efficiently form barrier coverage by
leveraging multiple types of mobile sensors to fill in gaps between pre-deployed stationary sensors in
heterogeneous WSNs. The stationary sensors are grouped into clusters and a cluster-based directional
barrier graph is proposed to model the barrier coverage formation problem. We prove that the minimum
cost of mobile sensors required to form a barrier with stationary sensors is the length of the shortest path
on the graph. Moreover, we propose a greedy movement algorithm for heterogeneous WSNs to efficiently
schedule different types of mobile sensors to different gaps while minimizing the total moving cost. In
particular, we formulate the movement problem for homogeneous WSNs as a minimum cost bipartite
assignment problem, and solve it in polynomial time using the Hungarian algorithm. Extensively experi-
mental results on homogeneous and heterogeneous WSNs demonstrate the effectiveness of the proposed
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algorithms.
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1. Introduction

Wireless sensor networks (WSNs) have been widely used as an
effective surveillance tool for security applications, such as battle-
field surveillance, border protection, and airport intruder detection.
To detect intruders who penetrate the regions of interest (ROI), we
need to deploy a set of sensor nodes that can provide coverage of
the ROI, a problem that is often referred to as barrier coverage 1],
where sensors form a barrier to prevent intruders from crossing
the ROI. When only stationary sensors are used, however, after the
initial random deployment, it is possible that sensors could not
form a barrier due to gaps in their coverage, which would allow
intruders to cross the ROI without being detected. In fact, it is dif-
ficult if possible at all to improve barrier coverage for sensor net-
works consisting of only stationary sensors. Fortunately, with re-
cent technical advances, practical mobile sensors (e.g., Robomote

* Corresponding author.
E-mail addresses: zbwang@whu.edu.cn (Z. Wang), gianwang@whu.edu.cn (Q.
Wang).
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[2], Packbot [3]) have been developed, which provides us a way to
improve barrier coverage performance after sensor networks have
been deployed.

An intruder detection system could consist of only one type of
sensors where all sensors have the same sensing range and an-
gle. This kind of sensor network is often refereed as a homogeneous
WSN. Cameras probably are the most widely used sensors for secu-
rity applications. For example, the FREEDOM system [4], deployed
on the border between Mexico and United States, uses cameras
to detect illegal intruders. However, in reality, a system may con-
sist of different types of sensors where they have different sens-
ing ranges, sensing angles and costs. This kind of sensor network
is often refereed as a heterogeneous WSN. For example, The SBInet
project [5] supported by US government uses cameras, radars and
ground sensors to construct a virtual fence to detect illegal intrud-
ers (e.g., drug dealers and illegal immigrants). In this paper, we
mainly focus on barrier coverage in heterogeneous WSNs and con-
sider the homogeneous WSN as a special case of the heterogeneous
WSN.
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Abstract (limited to 4000 words):

Tag monitoring in Radio Frequency Identification (RFID) systems, including tag
cardinality estimation, missing tag detection and missing tag identification,
etc, has been one of the key techniques of RFID. However, there are several
problems to be solved in the tag monitoring such as low monitoring efficiency,
multiple interference sources, vulnerability in security and privacy, making
it be one of the challenging issues for RFID. This project intends to study on
the secure tag monitoring for large—scale RFID systems based on the influence
analysis of the communication efficiency between the reader and tags. The main
techniques to be used in the research of this project include improving
utilization of the framed slots, deactivating the interference in tag
monitoring, and optimizing the monitoring performance, and so on. This project
focuses on solving the following key scientific problems: 1) efficient missing
tag cardinality estimation of each category for the multi—category RFID
systems with accuracy guarantee, 2) efficient and reliable missing tag
detection of each category for the multi-category RFID systems, 3) efficient
missing tag identification for RFID systems with unknown tags and the complete
missing key tag identification, 4) jamming attack detection and the tag ID
privacy protection during the tag monitoring in RFID systems. Finally, this
project will validate the effectiveness of the proposed schemes based on the
simulation and experimental platform. The research results of this project
will provide the theoretical foundation and methodology support for the
further applications of RFID.

Keywords: Large—-Scale Radio Frequency Identification Systems; Tag Cardinality
Estimation; Missing Tag Detection; Missing Tag Identification; Security and
Privacy Protection
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Abstract:

With the development of backscatter communication and energy—harvesting
technologies, in the future Internet of Things, nodes in the network are
battery—free. That is, the nodes do not have battery or not mainly rely on
battery and other power equipment, and they harvest energy form the
environment to perform sensing, communication and distributed computing. We
refer to the Internet of Things, which is mainly composed of battery-free
devices, as the passive Internet of Things. Because the energy harvested from
the environment is uncontrollable, and the internal asymmetry, low power
consumption, and short communication distance of backscattering communication,
the networking problem in single—-hop and multi-hop battery—-free Internet of
Things faces new challenges.

This project intends to study on the networking problem in passive Internet
of Things, including the multi-access problem in single-hop passive Internet
of Things, the interference problem in the distributed full-duplex
battery—free Internet of Things and the routing problem in the multi—hop
battery—free Internet of Things. This project focuses on solving the following
key scientific problems: 1) the influence of energy harvesting on the
networking protocol; 2) the interference regeneration problem in the
distributed full-duplex battery—free Internet of Things: 3) the routing
problem in the multi-hop battery—free Internet of Things. Finally, this
project will validate the effectiveness of the proposed schemes based on the
simulation and experimental platform. The research results of this project
will provide the theoretical foundation and methodology support for the
further applications of battery—free Internet of Things.
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